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    Wiztchta

Drop-in, pluggable CAPTCHA for Phoenix forms and LiveViews. No database, no
third-party service.
<.form for={@form} phx-submit="save">
  <.input field={@form[:email]} />
  <.wiztchta challenge={@challenge} />
  <.button>Sign up</.button>
</.form>
	Proof-of-work (default): the browser solves a small SHA-256 puzzle in
about a second, invisibly. Math: "What is 3 + 4?", which works without JS.
You can also add your own type with the Wiztchta.Challenge behaviour.
	Stateless: each challenge travels as an encrypted, expiring token.
	Replay protection: each token can only be used once. Used tokens are
remembered in ETS by default, or in your own Wiztchta.Store.

Installation
# mix.exs
{:wiztchta, "~> 0.1"}
# config/config.exs
config :wiztchta, endpoint: MyAppWeb.Endpoint
# lib/my_app_web.ex, inside html_helpers
import Wiztchta.Components
// assets/js/app.js (Phoenix's esbuild config already resolves packages in deps/)
import { Hooks as WiztchtaHooks, init as initWiztchta } from "wiztchta";

const liveSocket = new LiveSocket("/live", Socket, {
  hooks: { ...colocatedHooks, ...WiztchtaHooks },
  // ...
});
initWiztchta(); // only needed for forms rendered by controllers
Proof-of-work uses crypto.subtle, so it needs HTTPS (or localhost).
LiveView
def mount(_params, _session, socket) do
  {:ok, assign(socket, form: to_form(%{}), challenge: Wiztchta.new())}
end

def handle_event("save", params, socket) do
  socket = assign(socket, :challenge, Wiztchta.new()) # tokens are single-use

  case Wiztchta.verify(params) do
    :ok -> {:noreply, ...}
    {:error, reason} -> {:noreply, put_flash(socket, :error, Wiztchta.error_message(reason))}
  end
end
Keep the challenge in an assign. Without challenge={...}, the component makes
a new challenge each time it renders.
Controllers
<.form for={@form} action={~p"/contact"}>
  ...
  <.wiztchta type={Wiztchta.Challenges.Math} />
</.form>
plug Wiztchta.Plug when action in [:create]

def create(conn, params) do
  case conn.assigns.wiztchta do
    :ok -> ...
    {:error, reason} -> ...
  end
end
Configuration
config :wiztchta,
  endpoint: MyAppWeb.Endpoint,      # or secret_key_base: "..."
  default_challenge: Wiztchta.Challenges.ProofOfWork,
  pow_difficulty: 16,               # each +1 doubles the work
  max_age: 300,                     # seconds a challenge stays valid
  store: Wiztchta.Store.ETS,        # nil disables replay protection
  param: "wiztchta"                 # form param name
You can pass any of these per call too, for example
Wiztchta.new(type: Wiztchta.Challenges.Math, max_age: 60) or
<.wiztchta opts={[difficulty: 18]} />.
The default ETS store only knows about tokens used on its own node. In a cluster, a token could be
used once on each node. Implement Wiztchta.Store on top of shared storage to
prevent that.
Styling
The markup uses plain classes (wiztchta, wiztchta-pow, wiztchta-status,
wiztchta-math, wiztchta-label, wiztchta-input), and proof-of-work exposes
data-state="pending|solving|solved|error". Pass class to the component to
add your own.
Development
mix deps.get
mix test
mix dev        # demo app at http://localhost:4000 (LiveView + controller forms)
mix precommit

License
MIT. See LICENSE.


  

    Changelog

All notable changes to this project are documented here. The format follows
Keep a Changelog and the project uses
Semantic Versioning.
[0.1.0] - 2026-11-12
Added
	<.wiztchta> form component for controllers and LiveViews.
	Wiztchta.new/1 and Wiztchta.verify/2 with encrypted, expiring, single-use tokens.
	Wiztchta.Challenge behaviour with built-in proof-of-work (default) and math challenges.
	Wiztchta.Store behaviour for replay protection, with an in-memory ETS default.
	Wiztchta.Plug for verifying submissions in controller actions.
	Browser runtime (import { Hooks, init } from "wiztchta") with a LiveView hook.



  

    LICENSE


MIT License

Copyright (c) 2026 Jorge Baez

Permission is hereby granted, free of charge, to any person obtaining a copy
of this software and associated documentation files (the "Software"), to deal
in the Software without restriction, including without limitation the rights
to use, copy, modify, merge, publish, distribute, sublicense, and/or sell
copies of the Software, and to permit persons to whom the Software is
furnished to do so, subject to the following conditions:

The above copyright notice and this permission notice shall be included in all
copies or substantial portions of the Software.

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS OR
IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY,
FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE
AUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER
LIABILITY, WHETHER IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING FROM,
OUT OF OR IN CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER DEALINGS IN THE
SOFTWARE.



  

    
Wiztchta 
    



      
Drop-in, pluggable CAPTCHA for Phoenix forms and LiveViews.
Render a challenge inside any form with Wiztchta.Components.wiztchta/1
and check the submission with verify/2 (or Wiztchta.Plug in controllers).
Wiztchta is stateless: each challenge travels to the browser as an
encrypted, expiring token that only your server can read. A pluggable
Wiztchta.Store rejects tokens that are submitted more than once.
Configuration
config :wiztchta,
  # Required: either a secret or an endpoint whose secret_key_base is used.
  endpoint: MyAppWeb.Endpoint,
  # secret_key_base: "...",

  # Optional (defaults shown):
  default_challenge: Wiztchta.Challenges.ProofOfWork,
  max_age: 300,
  store: Wiztchta.Store.ETS,
  param: "wiztchta"
Every option can also be passed per call to new/1 and verify/2.
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    Functions
  


    
      
        error_message(arg1)

      


        A human-readable message for a verify/2 error.



    


    
      
        new(opts \\ [])

      


        Generates a new challenge.



    


    
      
        valid?(params, opts \\ [])

      


        Returns true if verify/2 succeeds.



    


    
      
        verify(params, opts \\ [])

      


        Verifies a submitted challenge.
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          @type error() :: :missing | :invalid_token | :expired | :already_used | :wrong_answer
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          @spec error_message(error()) :: String.t()


      


A human-readable message for a verify/2 error.
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          @spec new(keyword()) :: Wiztchta.Challenge.t()


      


Generates a new challenge.
Options
	:type - the Wiztchta.Challenge module to use. Defaults to the
:default_challenge config.
	:max_age - seconds until the challenge expires.
	Any other option is forwarded to the challenge's Wiztchta.Challenge.generate/1
(for example difficulty: 18 for Wiztchta.Challenges.ProofOfWork).
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          @spec valid?(map(), keyword()) :: boolean()


      


Returns true if verify/2 succeeds.
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          @spec verify(map(), keyword()) :: :ok | {:error, error()}


      


Verifies a submitted challenge.
Accepts the full form params (looking under the :param key, "wiztchta"
by default) or the inner %{"token" => ..., "response" => ...} map.
A token is consumed on its first verification attempt, whether the answer
is right or wrong, so render a fresh challenge after every submit.
case Wiztchta.verify(params) do
  :ok -> ...
  {:error, reason} -> ...
end

  


        

      


  

    
Wiztchta.Challenge behaviour
    



      
Behaviour for challenge types, and the struct handed to templates.
A challenge type generates a public map (rendered to the user) and a
secret (kept inside the encrypted token), checks a response against the
secret, and renders its own UI.
Writing a challenge type
defmodule MyApp.ColorChallenge do
  @behaviour Wiztchta.Challenge
  use Phoenix.Component

  @impl true
  def generate(_opts), do: {%{"question" => "Type the word blue"}, "blue"}

  @impl true
  def valid?(secret, response, _opts), do: String.downcase(String.trim(response)) == secret

  @impl true
  def render(assigns) do
    ~H"""
    <label for={@id <> "-response"}>{@challenge.public["question"]}</label>
    <input type="text" id={@id <> "-response"} name={@name <> "[response]"} />
    """
  end
end
render/1 receives @challenge (this struct), @id (DOM id prefix) and
@name (form param prefix). The response must be submitted as
@name <> "[response]"; the token input is rendered for you.
Secrets are stored with :erlang.term_to_binary/1, so keep them small.
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    Callbacks
  


    
      
        generate(opts)

      


        Returns {public, secret} for a new challenge.



    


    
      
        render(assigns)

      


        Renders the challenge UI. See the module docs for available assigns.



    


    
      
        valid?(secret, response, opts)

      


        Returns whether response solves the challenge described by secret.
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          @type t() :: %Wiztchta.Challenge{public: map(), token: String.t(), type: module()}
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          @callback generate(opts :: keyword()) :: {public :: map(), secret :: term()}


      


Returns {public, secret} for a new challenge.

  



  
    
      
    
    
      render(assigns)



        
          
        

    

  


  

      

          @callback render(assigns :: map()) :: Phoenix.LiveView.Rendered.t()


      


Renders the challenge UI. See the module docs for available assigns.

  



  
    
      
    
    
      valid?(secret, response, opts)



        
          
        

    

  


  

      

          @callback valid?(secret :: term(), response :: String.t(), opts :: keyword()) :: boolean()


      


Returns whether response solves the challenge described by secret.

  


        

      


  

    
Wiztchta.Challenges.Math 
    



      
Simple arithmetic question ("What is 3 + 4?"). Works without JavaScript.
Weaker against targeted bots than Wiztchta.Challenges.ProofOfWork, but
useful as a no-JS fallback or for low-risk forms.

      




  

    
Wiztchta.Challenges.ProofOfWork 
    



      
Invisible proof-of-work challenge (the default).
The browser must find a nonce such that SHA-256(salt <> nonce) starts
with difficulty zero bits. Legitimate users wait about a second; bots
pay that CPU cost on every submission. The server verifies with one hash.
Requires the wiztchta JS (see the README) and a secure context
(HTTPS or localhost), since it uses crypto.subtle.
Options
	:difficulty - leading zero bits required. Each +1 doubles the
average work. Defaults to the :pow_difficulty config, or 16.


      




  

    
Wiztchta.Components 
    



      
Function components for rendering challenges inside forms.
Import them app-wide, e.g. in the html_helpers of my_app_web.ex:
import Wiztchta.Components
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        wiztchta(assigns)

      


        Renders a challenge plus the hidden token input. Place it inside any form.
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Renders a challenge plus the hidden token input. Place it inside any form.
In controllers/dead views a fresh challenge is generated on every render:
<.form for={@form} action={~p"/contact"}>
  ...
  <.wiztchta />
</.form>
In LiveViews, keep the challenge in an assign so re-renders don't replace
it, and assign a new one after each submit:
socket = assign(socket, :challenge, Wiztchta.new())

<.wiztchta challenge={@challenge} />
Attributes
	challenge (Wiztchta.Challenge) - a challenge from Wiztchta.new/1; generated on render when nil. Defaults to nil.
	type (:atom) - challenge module, when generating on render. Defaults to nil.
	opts (:list) - options for Wiztchta.new/1, when generating on render. Defaults to [].
	id (:string) - DOM id; must be unique per page. Defaults to "wiztchta".
	name (:string) - form param name; defaults to the :param config. Defaults to nil.
	class (:any) - Defaults to nil.
	Global attributes are accepted.


  


        

      


  

    
Wiztchta.Plug 
    



      
Verifies the submitted challenge and stores the result in
conn.assigns.wiztchta as :ok or {:error, reason}.
The plug never halts; your action decides what to do:
plug Wiztchta.Plug when action in [:create]

def create(conn, params) do
  case conn.assigns.wiztchta do
    :ok -> ...
    {:error, reason} ->
      conn
      |> put_flash(:error, Wiztchta.error_message(reason))
      |> render(:new, ...)
  end
end
Options are forwarded to Wiztchta.verify/2.

      




  

    
Wiztchta.Store behaviour
    



      
Behaviour for replay protection: remembers which challenge tokens were
already submitted until they expire.
The default, Wiztchta.Store.ETS, is started automatically and keeps
used ids in memory on the local node. In a multi-node cluster a token could
be replayed once per node; plug in a shared store (Redis, Nebulex, a
database...) to prevent that:
config :wiztchta, store: MyApp.WiztchtaRedisStore
Set store: nil to disable replay protection.

      


      
        Summary


  
    Callbacks
  


    
      
        consume(id, expires_at, opts)

      


        Atomically marks id as used until expires_at (unix seconds).
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          @callback consume(id :: String.t(), expires_at :: integer(), opts :: keyword()) ::
  :ok | {:error, :already_used}


      


Atomically marks id as used until expires_at (unix seconds).
Must return {:error, :already_used} if id was already consumed.

  


        

      


  

    
Wiztchta.Store.ETS 
    



      
Default in-memory Wiztchta.Store, local to each node.
Started by the :wiztchta application. Expired ids are swept every minute.
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        child_spec(init_arg)

      


        Returns a specification to start this module under a supervisor.



    


    
      
        start_link(opts \\ [])
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Returns a specification to start this module under a supervisor.
See Supervisor.
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